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To build a connection between physical and cyber systems, we need a knowledge framework that allows bilateral interactions and multiple understandings, devices producing data, information systems managing the data, and applications transforming information into meaningful knowledge. This column aims to demonstrate the benefits of using Semantic Web technologies to get meaningful knowledge from sensor data to design smart systems. The focus is on reviewing IoT growth and the potential of IoT technology to enable solutions and technology development for a smart-x economy, centered on aspects of smart IoT to build and support future intelligent systems 1 as part of the Web of knowledge.
Smart IoT Trends and Challenges
Smart IoT systems need to address several key challenges, not limited to the following.
The fi rst challenge is that devices are not interoperable at any level with each other because the technologies differ from one to another. Each protocol (for example, MQTT or CoAP) possesses unique characteristics and messaging architecture helpful for different types of IoT applications. However, a smart IoT application architecture should be independent of messaging protocol standards, while also providing integration and translation between various popular messaging protocols. Similarly, at the data level, devices do not use common terms or vocabulary to describe interoperable IoT data. Usual IoT interfaces provide unformatted data names as "raw" sensor data. This raw sensor data does not contain any metadata (usually, description through semantic annotations) and requires specialized knowledge and manual effort to build smart applications.
Currently, the use of IoT technology is targeted to a single domain, and most of the time, the number of systems is duplicated unnecessarily because of legacy or technology ownership. IoT technology can be reused, and this feature is not being exploited. For instance, temperature sensors in a building are used primarily for a heating, ventilation, and air conditioning application, but values produced by temperature sensors could be used in other applications, such as fi re detection or monitoring of indoor air quality. To enable cross-domain applications and address interoperability issues, a smart IoT system is needed to publish their outputs and describe device information in a well-understood format with added metadata www.computer.org/intelligent IEEE INTELLIGENT SYSTEMS and machine-processable formats, thus making devices accessible and usable in multiple applications. In IoT systems, users are primarily interested in real-world entities (such as people, places, and things) and their high-level knowledge (for example, deriving snowfall from temperature and precipitation measurements) rather than raw output data produced by sensors attached with these entities. To achieve this requirement, a smart IoT system must provide highlevel knowledge that can map sensors to real-world entities and raw sensor output to high-level states. 1 To build a connection between physical and cyber systems, we need a knowledge framework that allows bilateral interactions and multiple understandings, devices producing data, information systems manag-ing the data, and applications transforming information into meaningful knowledge.
Toward Building Smart IoT Applications
To easily develop IoT applications at a large scale with little or no human intervention, smart IoT systems can leverage Semantic Web features, follow standards, and interoperate and integrate the data and information. The web of knowledge also plays a relevant role by defining the rules and mechanisms to associate information to produce knowledge.
We envision a smart IoT system that enables good decision making and actions. Figure 1 shows an architecture overview of the system inspired by the semantics-based M2M architecture. 2 The architecture is largely divided into three layers according to their functions:
• Physical layer, accessing things. This layer enables a device such that an application can interact with it. The gateways use device-specific protocols to retrieve data produced by resource-constrained devices. The gateways employ Semantic Web languages such as RDF and RDFS (to explicitly describe the data and ensure interoperability among data) and OWL (to describe ontologies and domain ontologies used to deduce knowledge). • Virtualization layer, deducing new knowledge. This layer is dedicated to frameworks managing unified data available in standard formats produced by the physical layer. It mainly infers high-level knowledge using reasoning engines performed on data and by exploiting the web of knowledge available online. Such enriched data is provided to the cyber layer to build smart systems, applications, and services.
• Cyber layer, composing services.
This layer helps developers build large-scale and meaningful IoT applications on top of the virtualization layer. It aims to drastically reduce IoT application development, thus enabling rapid prototyping, and to encourage interoperability of services.
Approaches that support semantic interoperability for IoT have started to emerge; for example, an IoT stack has been designed to ensure interoperability. 3 To define such an architecture, semantic interoperability encompasses metadata, information modeling abstractions, and ontologies. 4 Hereafter, we describe the three layers of the smart IoT system, mapping into an example with details that assist developers to design and build smart IoT applications. 
Layer 1: Accessing Things
The first layer enables a device such that an application can interact with it. The most straightforward way of accessing a device is to expose it and its services directly through APIs. This is applied when a device can support HTTP and Web services. However, integrating resource-constrained devices into the Internet is difficult because Internet protocols are complex and resource-intensive. Integration typically requires IoT gateways to implement necessary technologies. The architecture in Figure 1 broadly provides three functionalities: first, it connects external devices to the gateway component that supports different protocols, such as MQTT and CoAP. Second, the gateways interface cloud services or other Web services via different protocols such as Repre-sentational State Transfer (REST) or publish/subscribe. Third, it annotates data acquired from the devices using W3C Semantic Sensor Networks and domain-specific ontologies before forwarding data to gateways. 5 The main benefit is that the semantic annotation of sensor data using standard ontologies for sensor observation, description, discovery, and services can provide interoperability between IoT vertical silos. By integrating these semantically annotated data with domain knowledge, a third-party service can convert heterogeneous sensor observations to meaningful information. IoT gateways separate physical-level implementation of devices to IoT application services using resource interfaces via REST and the publish/subscribe mechanism.
The semantic annotation of the sensor data obtained from gateways enables IoT services in implementing analysis and reasoning algorithms, described in the next layer.
Layer 2: Deducing New Knowledge
The second layer is for managing data and deducing new knowledge out of it. It interconnects data produced by various sensors to understand the meaning of data and make decisions or provide suggestions. Different processes and steps are required for combining data from heterogeneous sources and for building interoperable and innovative applications.
The SEG 3.0 methodology encourages the vision to enhance semantic interoperability from data to user applications (see Figure 2 ). 6 The SEG 3.0 methodology ensures semantic interoperability from data providers to data consumers 6 and highlights an end-to-end process from raw value to derive new knowledge out of it. For example, a value of 38 collected from a body temperature sensor can be associated with a naturopathy application to suggest home remedies when a constant high fever is sensed and associated with other sensed associated values by means of the reasoning processes. SEG 3.0 comprises the following steps: collecting data, composing, modeling, linking, reasoning as a result of querying, and composition services. 6 This methodology has the common vision of deducing new knowledge from data. 1 The SEG 3.0 methodology is inspired by the sharing-and-reusing approach and comprises several approaches for linking IoT and smart services.
Linked Open Data. LOD is an approach to share and reuse data to get access to the requested information more easily and automatically. LOD requires tools for visualizing or browsing IoT datasets.
Linked Open Vocabularies. LOV is an approach to share and reuse the models, vocabularies, and ontologies. To ensure reusability and high-quality ontologies, LOV references only "well-designed" ontologies. Unfortunately, the IoT community does not yet know the best practices to design such ontologies. To overcome this limitation, we encourage the reuse of IoT ontologies and designed LOV for Internet of Things (LOV4IoT), a dataset of 300 ontology-based IoT projects referencing and classifying IoT applicative domains, sensors used, ontology status (for example, shared online, best practices followed), reasoning used to infer high-level knowledge, and related research articles. This knowledge base is necessary to deduce meaningful information from data produced by devices.
Linked Open Reasoning. LOR is an approach to share and reuse the way to interpret data to deduce new information. Sensor-based Linked Open Rules (S-LOR) is a dataset of interoperable logical rules (if-then-else rules) used to interpret data produced by sensors. 7 Such rules are executed with an inference engine that updates the triple store with additional triples. For example, the execution of the rule "if the body temperature is greater than 38 degrees Celsius then fever" updates the triple store with the high-level knowledge "fever." Linked Open Services. LOS is an approach to share and reuse services and applications. 8 Composition of services is required to build complex applications. Services can be implemented according to RESTful principles or with the help of Semantic Web technologies to enhance interoperability (for example, SAREST, SAWSDL, or OWL-S). The LOS approach could be extended for designing a set of interoperable IoT services.
The entire chain from LOD to LOS should be shared and reused to enhance interoperability and get meaningful knowledge from data. Having this vision in mind, the models, reasoning, and services associated with the data would be interoperable with each other. This entire chain, called the SEG 3.0 methodology, has been implemented within the Machine-to-Machine Measurement (M3) framework 9 and also applied and extended within the FIESTA-IoT EU platform (see http://fiesta-iot.eu; http://fiesta-iottools.appspot.com). One component of the FIESTA-IoT project, called "experiment-as-a-service," 10 demonstrates the proof of concept of the LOS approach.
Layer 3: Composition of Services
This layer helps developers build largescale and meaningful customized IoT applications on top of services and IoT data available from Layer 2. This layer also gets closer to the end users (or domain experts with limited programming expertise) and enables them to create intelligent applications on top of smart things. We describe four application development approaches for building IoT applications.
General-purpose programming.
Currently, IoT application development is performed at the device level, by experts of embedded and distributed systems who are directly concerned with operations of each individual device. 11 For example, developers use general-purpose programming languages (such as JavaScript and C) and target a particular middleware API or node-level service to communicate data. The key advantage of this approach is that it allows the development of efficient systems based on the complete control over individual devices. However, it is unwieldy for IoT applications because of the heterogeneity of systems.
Macroprogramming. This approach provides abstractions to specify highlevel collaborative behaviors, while hiding low-level details such as message passing or state maintenance from stakeholders. A classic example of macroprogramming is Node-RED (http://nodered.org), a visual and browser-based tool for wiring together devices, APIs, and online services. It contains nodes that can be dragged and dropped into an editor. Each node offers a different functionality, ranging from a simple debug functionality to accessing sensors via IoT gateways.
Cloud-based platforms. To improve development effort, cloud-based platforms provide functions to implement common functionalities, such as sending and storing data to the cloud for data visualization. Moreover, they provide visual programming constructs to write custom application logic. An example is the IBM Watson IoT Platform (http://internetofthings. ibmcloud.com), a fully managed and cloud-hosted service that makes it simple to derive value from physical devices. Using abstractions (or "recipes"), developers can connect devices to the Internet, send sensing data securely to the cloud using the open and lightweight MQTT messaging protocol, and derive insight from the collected data.
Model-driven development. MDD reduces the application development effort and provides platform-dependent design, which is largely missing in the previous approaches. It applies the basic "separation of concerns" principle.
IoT Suite: Toward a Smart IoT Application
IoTSuite makes IoT application development easy for developers by integrating a set of high-level languages to specify an IoT application. 11, 12 It provides automation techniques to parse the specifications written using these high-level languages and generate platform-specific code. IoTSuite integrates different high-level modeling languages that abstract platformspecific complexity. It is supported by automation techniques such as a code generator that generates platform-specific code by parsing the specification written using the supported high-level programming languages.
The current implementation targets Android-, Java-, and Node.js-enabled devices and the MQTT runtime system. It is available at http://github. com/pankeshlinux/IoTSuite/wiki. In our work, 13 we have presented comparative evaluation results with existing approaches. The evaluation is carried out on real devices exhibiting characteristics of IoT applications. Our experimental analysis and results demonstrate that our approach drastically reduces development effort for IoT applications compared to existing approaches such as general-purpose programming, macroprogramming, and cloud-based platforms
As the first column in this series discussed, 1 IoT is being widely deployed. This is accompanied by corresponding variety or heterogeneity for all aspects of the IoT ecosystem, including data, communication, and application development frameworks. The vision of smart IoT, also discussed in the previous column, includes hiding this heterogeneity and corresponding complexity, enabling the development of applications based on intelligent real-time processing of data, and producing various sensors along with the relevant knowledge. Semantic methods and Semantic Web standards are key enablers of the three requisite layers of a smart IoT system: accessing things (IoTs), understanding IoT data and deducing new knowledge, and developing composing services.
